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Abstract

The research study investigates the relevant issue of charity fraud. The main goal is to find
out the root causes of why people believe in scammers. In Kazakhstan, a fifth of the funds
collected are the earnings of pseudo-volunteers. Americans contributed nearly $450 billion to
charity in 2019, according to the Giving USA Foundation’s annual report on US philanthropy.
The information was collected by conducting a survey and interviews. According to the survey, around
a quarter of respondents or people they know, witnessed charity fraud. This problem disturbs
legitimate organizations and inhibits the settlement of global problems. The sum of money that
was scammed may have been used as food or other aid to those in need.

Key words: charity fraud, fake charity organizations, legitimate organizations, global problems,
people in need.
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JlanHoe mccreoBaHMe N3y9IaeT aKTYaJIbHYI0 TPO0JIeMy MOIIIEHHUYIECTBA C OJIAr0OTBOPUTE b=
HOCTBI0. OCHOBHAS 11€JTb - BBISICHUTH OCHOBHBIE TTPUINHBI M3-38 KOTOPBIX JIFO/IA BEPSIT MOIIIEHHN-
kaMm. B Kazaxcrane nsrast 9acTb COOpaAHHBIX CPEJICTB - 9TO 3apaboTKM 11ceBa0oBoIoHTEPOB. Co-
IJIaCHO exKerofHoMy ordery o binarorBopuresbioct B CIITA, mogrorosiennom ®@ongom Giving
USA Foundation, B 2019 romy amepuKaHIIbI HOKEPTBOBAJIHI Ha 0JIar0TBOPUTEIBHOCTE mTodTh 450
MIJLIHAPI0B nosutapoB. MadopMmalust Obl1a coOpaHa IIyTeM IPOBEIEHNS OIPOCa U WHTEPBBIO.
CorytacHO 0TIpoCy, OKOJIO YeTBEPTH PECIIOHJIEHTOB WJIM 3HAKOMBIX CTaJIl CBUIETE/ISIMUA MOIIIEH-
HUYECTBa ¢ 0JIATOTBOPUTEILHOCTHIO. DTa MpodieMa OECIIOKOUT 3aKOHHBIE OPTaHU3aIuu U IIpe-
[SITCTBYET PEIIeHHIO TJI00aIbHBIX 1mpodseM. OOMaHyThIe JIeHBI'H MOIVIM ObITH UCIIOJIb30BaHbI B
Ka4ueCcTBe e/bl WM JIPYTOil TOMOIIN HY K IAIOITHAMCSI.

KiroueBnie cmoBa: 61aroTBOPUTENIBHOE MOIIEHHHYIECTBO, MO/ IbHBIE OJIarOTBOPUTEIHLHBIE
OpraHMW3aIliy, 3aKOHHBIE 0JIArOTBOPUTEILHBIE OPraHU3aIINN, TJI00aIbHBIE TTPOOIEMBI, HY 7K IAI0-
IFeCsT B TIOMOIIIH.

AbcTpakT

BeprTey OGapbIChIHIA KaWBIPBIMIBLIBIK aJasKThIK Mocejeci 3eprreseni. Herisri makcar -
aJlaMJIap/IbIH aasgKTapra CeHYiHiH Tynki cebenrepin aHbiKTay. Kasakcranja KuHajraH Ka-
paxkarTblH Oecren Oip GeJiri kKajraH epiKTiIepIiH TaObIChl OOJIBII TabbLLIaIbl. AMepuKaIbl-
kTap 2019 KbUTbI KaWBIPBIMIBLIBIKKA 450 Muaarap/ Josuiapra »KybIK KapKbl aydap/iabl, JIelr
xabapaaiigpl Giving USA Foundation AKIII-TbiH KaibIPBIMIBLIBIK, KbI3MET] TYpPaJsIbl *KbLIJIBIK
ecebinge. AKmapar cayaJgHama KoHe cyXOaT »Kypridy apKbLIbl >KuHaAIIbL. CayaJTHamara Coii-
KeC, PeCIOHIeHTTeP/IiH IIIaMaMeH TOPTTeH Oipi HeMece ojiap OlJIeTiH ajgaMIap KalbIPhIMIbLIBIK
aJadgKThIKTAPbIH KOpreH. Byl Mocesie 3aHIbl VIIbIMIAP/IbI aJIaHaTa bl KOHE FajlaM/IbIK, Moce-
JIeJIEP/IiH, IIeIIiIyiHe Ko OepMeiil »KoHe TexKei1i. AJTagKThIKKA TYCKEH aKIla COMAChl MYKTazK
JKaHJapra a3bIK-TYJIK HeMece Dacka KOMEK PeTiHjie KOJIJIAHbLIyFa KyMcajap e/l

KinT cesmep: KailbIPbIMIBLIBIK, AJadKTHIK, YKAJIFaH KabIPBIMIBLIBIK YIBIMIAPHI, 3aH/IbI
KA bIPBIMJIBLIBIK, VITbIMIaphl, 2KahaHIbIK IIpobeMasap, MyKTaxK aJIaMiaap.

Introduction Charity fraud [U+202F]is perceived [U+202F]as a particularly hideous kind of
deceptive business practice because it abuses the trust of generous people who donate with the
expectation that they are supporting those in need [U+202F] (Keane et al., 2019). [U+202F] News
websites, pages in social networks, and other sources - there are more and more requests for
help every day. [U+202F] The crooks adapt old schemes to the new reality, come up with new
schemes: they pretend to be volunteers, fake fundraising campaigns or they imitate of helping
people in need. [U+202F] Aruzhan [U+202F] Sain, [U+202F] director of many legitimate charitable
foundations, [U+202F] is [U+202F] extremely [U+202F] indignant [U+202F] at [U+202F] the [U+202F] aud
reports Khabar kz [U+202F] (2019). [U+202F] Frauds are [U+202F] making [U+202F] fake [U+202F] IDs [
organization [U+202F] now. [U+202F] Frequently, charlatans are hiding behind [U+202F] the name
of a charitable organization or face of actually sick kids, ask for money from pedestrians on
the street, [U+202F] are on duty at intersections with photographs of babies and glass boxes for
donations. [U+202F] Nowadays, in Kazakhstan, [U+202F] there are [U+202F] more [U+202F] scammers [
charity than in any other sphere. [U+202F] A fifth of the funds collected is the earnings of pseudo-
volunteers [U+202F] (Bovkis, 2019). [U+202F]

Monitoring of the media shows that cases of fraud [U+202F] are recorded [U+202F] all over the
world. [U+202F] —Researchers recommend to investigate charity before donating (Charity Scams -
How to Tell If a Charity Is a Fraud, 2019). [U+202F] But, the sudden and vivid destruction [U+202F]in
the globe caused by tornadoes, tsunamis and other catastrophes compels us to contribute [U+202F] fast
the people affected. There is a particular urgency in responding to disasters because the
victims often lack the supplies or help they need to [U+202F]survive. As a result, donators often
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choose to contribute as soon as possible to a charitable organization that pledges to help the
disaster victims [U+202F] (Rafter, [U+202F]n.d.). [U+202F] For instance, [U+202F] following the
2005 devastation of the American Gulf Coast, the FBI estimated [U+202F] around 4,000 websites
sprang up to misdirect genuine signs of charity into the bank accounts of shameless scammers.
At least 60% of these [U+202F] were hosted [U+202F] on foreign servers, a move which generally
sends up warning signs to anyone scanning for legitimacy, reports Accounting-Degree.org (2020). [U+2C

I have chosen this research topic because the issue is [U+202F] relevant to [U+202F] Kazakhstani [U+

Scammers try to cash in on human kindness. [U+202F] This [U+202F] type of organizations
preys on people’s generosity and sympathy for others. Frauds will steal your money by pretending
as a legitimate foundation. Secondly, they rob needed donations from genuine faith-based
groups. [U+202F] They push people’s buttons and prevent solving global issues, such as global
hunger and poverty. Thirdly, [U+202F] the [U+202F] topic [U+202F] covers most of 17 sustainable
development goals, most closely to zero hunger. In [U+202F] the [U+202F]online world appears
more scammers than ever before. [U+202F] In recent years, the charity has moved almost [U+202F] entir
from offline to online. [U+202F]Internet foundations is a modern way of supporting people
in [U+202F] demand. [U+202F] Americans contributed nearly $450 billion to charity in 2019,
according to the Giving USA Foundation’s annual report on US philanthropy (Charity Scams -

How to Tell If a Charity Is a Fraud, 2019). [U+202F] [U+202F]

Thus, appear a problem to find a fake [U+202F] charity [U+202F] group. There are no accurate
statistical numbers of robbed money and deceived people. No data that people can rely on in
Kazakhstan. That is why there is a potential gap in knowledge in the size of this problem
grammar structure is incorrect. [U+202F] [U+202F]

Context Recently, charity fraudulent campaigns have rapidly increased in social media (as
cited in Kurkin, 2019, para. 3). In most cases, scammers create a group from nothing and then
publish a couple of posts, bank details to transfer funds and a lot of compassionate comments.
A huge amount of influencers from Instagram are advertising these charity organizations.
Sometimes their management agencies are too lazy to research these groups and being scammed.
In a different case, social media stars are cooperating and dividing total earnings.

Some posts repeat each and almost identical. Only the name of the child, the diagnosis and
the name of the medical clinic are changed. Often, even the contact details and bank details
will match. By the way, such coincidences are the surest way to recognize scammers (as cited
in Kurkin, 2019, para. 2)

Obviously, along with the fake Facebook groups, real people with real problems also collect
funds (“Online charity: how to spot scammers”, 2019, para. 1). Ignoring all requests for help in
the vast network is not a solution to the issue. Besides, a single person in need is not key to
solve it, because if people will achieve the given aim with reaching a sum of money to medical
help. That will not change the general trend because only one kid is in the spotlight. With a
decrease in only one person in need will not help others.

At a national perspective, in Kazakhstan people in need and poverty are gradually increasing
year by year. This trend will be projected to increase, therefore, people want to fundraise to
solve their social problems with qualitative medical help. Along with them, people want to
earn easy money and do not want to work. Evgeny Pitolin, Managing Director of Kaspersky
Lab in Kazakhstan, Central Asia and Mongolia, he is a well-known expert in his field and
was interviewed multiple times with the media giants, such as Tengrinews, Kazakhstan Times
and Kursiv, stated “Iry asking the group for details (as cited in “Online charity: how to spot
scammers”, 2019). Ask for the child’s conditions, what medical drugs he is taking, what is the
name of a doctor, ask for certificates confirming information about the disease. In fraudulent
groups, such comments are very quickly deleted, and their authors are banned.” Therefore,
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occur a problem to find scammed people or a real example of a fake group. There are no
real numbers of robbed money and deceived people. That is why there is a potential gap in
knowledge in size of this problem grammar structure is incorrect and researchers need to further
study a topic of fake charity organizations.

For advice on how to differ charity from scam for money, they turned to representatives
of the charity foundations: Alexandra Shchetkina, president of the “alzrus” foundation, which
helps patients with Alzheimer’s disease and their families, Lyubov Ermolaeva, founder of the
BuySocial project, a charity online store. Shchetkina has claimed that in fact, it is not worth it
to donate money on trains and the streets, in a cash-only way (as cited in Kurkin, 2018) Their
charitable community no longer collects money like that. Foundations raise money through
websites and glass boxes. It is better not to pay attention to the “volunteers” who come up to
you with a transparent box and say “Help the orphanage” or “Save the kid with this disease”.
99% of those who offer you to buy a balloon, flag or pen to help - are scammers.

Ermolaeva(2019) said that the exceptions are volunteers such as SOS Children’s Villages,
who walk up the street with the organization’s badges and talk about it, offering to sign up for
regular donations, but they do not collect cash. Never give any cash or donate through wire
transfers. If the charity insists on cash or a wire transfer, it should make you suspicious of the
organization (as cited in Ashley, 2016, para. 7)

Projected problem is that it is difficult to part with money when asked to donate to
something abstract, like global warming or zero hunger. According to Rosstat (2015), only
6% of Russians unconditionally trust charitable foundations.(as cited in Koshkina, 2018) This
is not surprising, because only 39% of Russian funds provide annual reports (as cited in
Romanova , 2016, para. 7). In my opinion, these statistics are similar to those that can
be found in Kazakhstan as well. Nevertheless, there are charity organizations, for instance,
nuzhnapomosh.ru where you can donate only one ruble or 6 tenge a day. It is a minimum
donate value. In my opinion, it can increase the number of donators, because anyone has one
tenge, but with the huge amount of clients and with help of biggest charity organizations in
CIS, this project could change and save many lives.

Recently, the FBI has seen a rise in fraud schemes related to the coronavirus pandemic
(“Internet Crime Complaint Center (IC3): FBI Sees Rise in Fraud Schemes Related to the
Coronavirus (COVID-19) Pandemic, 2020). The crisis hit Kazakhstan’s small business and the
whole economy in general after being in lockdown for months. Scammers took advantage of
this situation and created crowdfunding projects to help people who lost their jobs and who
struggle to live in a pandemic. Frauds used well-known for everyone schemes, such as fake CDC
or fishing emails to spam to potential victims (“FBI Sees Rise in Fraud Schemes Related to the
Coronavirus(COVID-19) Pandemic”, 2020).

To sum up, the issue of fake charity organizations is relevant in any country. The given
problem covers all spheres of life and anybody could be tricked by scammers. We need to do
more researches to understand the topic and to find the key to solve an issue.

Methodology In this research work, I have used a mixed method for data collection. Survey
was chosen as quantitative method and interview as a qualitative method because they are
the most common and reliable ways to conduct the study. Survey defined general thoughts
about the issue of charity scams. To identify the main reasons why people believe to fake
charity organizations, I added some open-ended questions connected with a topic. I turned
to primary and secondary sources of information. To get accurate and reliable information,
all references were checked and passed through the given list of criteria for identifying the
credibility of sources. For general information, examples or statistics about charity fraud, I
used websites and works of other reliable authors. In my case, I used official FBI and other
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governmental agencies’ sources, which proves that information is authoritative and can be used
in other research works. Other sources also were checked and included in reference list at the
end. [U+202F]

I have conducted five interviews as a primary source. My interview consisted of seven
open questions about target respondent’s personal experience with fake charity organizations.
I interviewed people who recently experienced charity fraud. This main group of people is
essential for study because they have been through charity scam. And, they can provide analysis
of situation. Every respondent can react in different way and could have various opinions
concerning problem. For instance, some respondents said that this issue is not topical and not
vital for society. I cannot agree with them. A fifth of the funds collected are the earnings of
pseudo-volunteers (Bovkis, 2019).

The most interesting moment of conversation was that participants told stories with all
details, connected with the issue. People I interviewed decided to help others in need to reduce
global issues and were fooled by online frauds. Some of them are familiar to me, whereas others
I have met in Reddit forums about fake charities and asked to participate in research project.
All these people live in Kazakhstan. Every interview took from four to six minutes and was
video recorded. I have asked every interviewee’s permission, I sent consent form that included
participants’ rights, description and other contact information. In this research project, I will
introduce some fraud schemes and point out interviewee’s mistakes.

In this research, survey was used to collect information about opinion of target respondents
about fake charity groups. The questionnaire consisted of eight questions, there were used many
types of questions such as multiple choice, rating scales and open-ended ones. In the beginning,
I expected around 60 respondents to be sure about the generalized and objective answers.
A survey passed among students of Nazarbayev Intellectual Schools in Kazakhstan. However,
collected data was not appropria te and there were not enough number of respondents, only
25 during the given period. Therefore, I could not conclude any points because I expected more
people to answer. I wanted to take a wide range of viewpoints concerning this problem from
representatives of all social classes.

Survey method has become the main difficulty of data collection for me. There is an
obvious disadvantage of survey model, which connects with irresponsibility of participants.
Some respondents did not take it seriously and answers did not satisfy me, mainly because
it was anonymous and people did not want to spend their extra couple of minutes to give a
full answer. Some causes may be cultural (Putnam, 2000). The second limitation of the study
was coronavirus lockdown. Due to new quarantine measurements, I was forced to conduct
interviews online, mostly in Microsoft Teams or Zoom apps. The third limitation, I have only
five interviewees, this number of respondents can result in a bias outlook for the issue. But,
In my viewpoint, every people I have asked to take part in, have different age groups and can
provide broader range of experience.

Results The data collected from primary sources was useful and allowed several personal
perspectives to be considered. Taking into account the fact that entirely different individuals
were interviewed, the answers had several similarities in their experience of fraud schemes.
Interviewees replied freely, providing several examples in details and discussing their viewpoints
in general. Vast majority of respondents showed their knowledge about this issue because they
have been through this situation.

The interviews were taken from five target respondents who were scammed by fake charity
organizations. They have different social backgrounds and live in Kazakhstan. Importance
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of interview was that the participants should be informed about illegitimate charity groups’
schemes and can share their experience and general thoughts about this issue. By looking into
transcript, I can suggest that main reasons why people were scammed include the following:
not paying attention to warning signs and not studying these organizations.

The full transcript of five interviews is set out in the Appendix. And here are some key
ideas and findings:

Majority of interviewee gave almost the same answers about how they have been
scammed, saying that they donated recently to an organization that they found on the net or
social media page.

Many respondents, four out of five people, donated to online charity group. In addition,
three people transferred more than $20. But, a person who donated the biggest amount (see
Appendix 2) did not even try to return them or did not go to police for help. It was surprising
to hear that people did not try to refund their hard-earned money from frauds.

A large number of publications and fake photos of real organizations that were stolen
were the main hook to five respondents. As they mentioned, majority of interviewee’s do not
have time to research the webpages and accounts to identify warning signs. Not noticing clear
warning signs and copy pasting legitimate groups’ names, proofs and identity were the main
two root causes of charity fraud and online scams.

As for the survey, A total sample of 27 people aged 14-60 were participated in the study.
Quantitative method results showed that 78% of participants have donated charity organizations
at least once, whereas minority of six people never tried to donate. I was surprised that around
quarter of respondents or people they know, witnessed charity fraud (Figure 1).

Figure 1. Percentage of respondents who were scammed by charity frauds.

This means that more people than I expected have become victims of scammers. Meanwhile,
63% of people defined that they can differentiate fake and genuine charities. It means that crooks
are using more complicated and complex schemes to scam. This data proves that issue of fake
charity organizations is topical and vital at the moment. Additionally, surveyed people’s average
trust rate to all of charity groups in the scale between one and five - 3.81 (see Appendix 5).
Almost a half of respondents rated it as four or five. Therefore, around 76.2% of respondents
are ready to transfer to help people in need. However, 42% said that they would donate to
beggar on the street, similar to offline charity and 50% answered as “Maybe” (see Appendix 7).
Although only seven people, 26% said that they would donate if they see publication on the
social media.

Answers have changed in different cases of offline and online charities. Most respondents
donate through online bank transactions, but majority of people are still susceptible to their
emotions, like only one person said that she or he will not donate to person in need standing in
front of her or him. In addition, no significant difference in data was found between the primary
and secondary source findings. 41% of respondents marked not researching charity groups as
the primary reason. Surveyed people have chosen not noticing warning signs (29%) and urgency
in responding (18%) as the second and third main reasons why people believe to fake charity
groups (Figure 2).
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Figure 2. Reasons of charity fraud.

The sudden and unexpected destruction caused by catastrophes in the world forces us to
donate more quickly to people in need. In response, there is a specific immediacy because the
victims often lack the supplies or help they need to survive. People will donate faster to a
charitable organization that promises to help disaster victims. For instance, interviewees often
donated to people affected by COVID-19 during quarantine. As a result, donators often choose
to contribute as soon as possible to a charitable organization that pledges to help the disaster
victims (Rafter, n.d.). Fake charity scams can be a lucrative because so many people do want
to support legitimate charities.

Conclusion The common observation found that there are a numerous reasons of being
scammed by fake charity organizations. According to the respondents of the survey, the research
revealed the presence of internal factors. Among which, psychological state was described as
the internal influence. The result of an interview indicated that one of the possible reasons is
family circumstances. Due to the fact that some of the family members passed away of certain
diseases. For instance, third respondent stated that the idea to donate to charity group came
after his grandmother died from coronavirus. In addition, most of respondents marked that not
noticing warning signs and not researching organizations as a root causes. This study will help
to differentiate genuine and illegitimate charity groups.

Research topic of fake charities is relevant because charlatans are trying to use human
kindness to cash in. Study showed that more than every fourth person have become victims.
I did not expected this frequency of fraud cases. Survey and interview methods gave deeper
understanding of the problem and showed much needed data. As I later noticed, some of my
friends and peers were deceived by fake charities. While others could argue that this issue is
not relevant due to quarantine, and they have not experience frauds on the streets. Nowadays,
it is uncommon to run into offline fake charity, online new schemes are significantly easier way
to collect funds.

This issue disturbs genuine organizations and prevents solving of global issues. The amount
of money that was scammed could have been used as a food or other help for people in need.
Charity fraud is viewed as an especially heinous form of dishonest corporate practice, since it
violates the confidence of charitable people who donate in the hope that they will help those in
need. It means that a part of transferred money is used in personal purposes of crooks instead
of contribution to reach global Sustainable Development Goals.

There are ways to further research; I could suggest take a bigger audience and respondents.
Residents of Aktobe and NIS students is narrow and specific group of people. It was one of
the difficulties in a study. In the beginning, I thought that it is the major limitation to find
scammed people due to incomplete data in Central Asian region. In fact, it took me only several
days to figure out five interviewees. I have learnt that to present more accurate results more
than 100 or 200 respondents for survey are needed, whereas I can assume that at least 20,
interviewee is required to specific target group of fake charity victims. With more time, I would
have made it happen. I expect the goal of future project would be to collect national statistical
data related to the amount of victims of fake charities in Kazakhstan, in general. It would
be my next step as a further research to share gained knowledge and experience to society.
This particular investigation could be base for future studies to pursue advanced studies in
Kazakhstan. Through my research and my opinion, I think this means that this type of works
should be popularized among social media, to decrease number of scammed people and raise
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awareness to warning signs and fraudulent schemes.
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Appendix Interview

1% respondent:

1. Hello sir/madam, could you please tell us about your story and describe all the details.
When and how you donated to a fake charity [U+202F] organization? [U+202F]

It was a year ago. When quarantine started. [ think with my donate I could have helped to
people who sick with coronavirus.

2. Is it online or offline charity group? [U+202F]

It was an online, because we have quarantine.

3. What did they use as a hook [U+202F]to collect money? [U+202F]

They copied the real trustful existing charity organization’s name.

4. Where did you find fake organization? [U+202F]

I found it in the Internet.

D. Have you ever tried to return your money? [U+202F]

No, they immediately disappeared in the net. They gave fake number. It was a problem to
return money.

6. Can you reveal personal info or bank details of charity scammer? [U+202F]


https://www.aarp.org/money/scams-fraud/info-2019/charity.html
https://www.wisebread.com/how-to-spot-a-charity-scam-from-a-mile-away
https://www.wisebread.com/how-to-spot-a-charity-scam-from-a-mile-away
https://khabar.kz/ru/news/item/114460-v-kazakhstane-rasprostranyaetsya-moshennichestvo-svyazannoe-so-sborom-sredstv-na-lechenie-yakoby-bolnykh-detej
https://khabar.kz/ru/news/item/114460-v-kazakhstane-rasprostranyaetsya-moshennichestvo-svyazannoe-so-sborom-sredstv-na-lechenie-yakoby-bolnykh-detej
https://khabar.kz/ru/news/item/114460-v-kazakhstane-rasprostranyaetsya-moshennichestvo-svyazannoe-so-sborom-sredstv-na-lechenie-yakoby-bolnykh-detej
https://www.kaspersky.com/resource-center/threats/coronavirus-charity-scams-how-to-protect-yourself
https://www.kaspersky.com/resource-center/threats/coronavirus-charity-scams-how-to-protect-yourself
https://www.ic3.gov/Media/Y2020/PSA200320
https://www.britannica.com/topic/charity-fraud
https://profile.ru/society/my-ne-stali-bogache-no-stali-dobree-3815/
https://profile.ru/society/my-ne-stali-bogache-no-stali-dobree-3815/
https://www.wonderzine.com/wonderzine/life/how-to/236659-charity-alert
https://www.wonderzine.com/wonderzine/life/how-to/236659-charity-alert
https://us.norton.com/internetsecurity-online-scams-covid-19-charity-scams.html
https://www.vedomosti.ru/management/articles/2016/01/21/624855-blagotvoritelnie-fondi-upravlyayut
https://www.vedomosti.ru/management/articles/2016/01/21/624855-blagotvoritelnie-fondi-upravlyayut
https://www.accounting-degree.org/resources/top-charity-scams/
https://www.accounting-degree.org/resources/top-charity-scams/
https://kursiv.kz/news/obschestvo/2019-11/blagotvoritelnost-v-internete-kak-vychislit-moshennikov
https://kursiv.kz/news/obschestvo/2019-11/blagotvoritelnost-v-internete-kak-vychislit-moshennikov
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No, as I said they used fake phone numbers and other personal information.

7. Were there any warning signs? [U+202F]

I think no, because I absolutely trusted them. Or I did not really noticed because charities
try to help people in need and they want to change world. Unfortunately, that was fake one.

27d respondent:

1. Hello sir/ madam, could you please tell us about your story and describe all the
details. When and how you donated to a fake charity [U+202F] organization? [U+202F]

Good afternoon. Last year, I think, I decided to donate. This idea came to me spontaneously;
I have chosen an international organization. I have donated $50. Happily, in my international
credit card were not much money. That group tried to scam me, and rob remaining.

2. Is it online or offline charity group? [U+202F]

It was online donation.

3. What did they use as a hook [U+202F]to collect money? [U+202F]

That this charity group looked so real, website was almost same as genuine organizations.

4. Where did you find fake organization? [U+202F]

I just googled it. URL link was on the first page. I wanted to donate to global hunger. In
addition, website design was so convenient to use, there were different sections for donation
PUTPOSES.

5. Have you ever tried to return your money? [U+202F]
No, I did not even try it. I thought that would be impossible. I cannot even call them.
6. Can you reveal personal info or bank details of charity scammer? [U+202F]

Unfortunately, no

7. Were there any warning signs? [U+202F]

I have not found them when I researched them. But, they responded to me very quickly, I
mean in few minutes. I quess that is some kind of warning.

3'4 respondent:

1. Hello sir/ madam, could you please tell us about your story and describe all the details.
When and how you donated to a fake charity [U+202F] organization? [U+202F]

Tragedy was happened in my family in last year. It was tough times in my life. My closest
relative - my grandmother has passed away from coronavirus. I wanted to help other people
and society in general, because COVID is one of the most topical issues in the whole world. In
addition, especially elderly people are in risk group.

2. Is it online or offline charity group? [U+202F]

I do not use any cash; I donated online through Kaspi.

3. What did they use as a hook [U+202F]to collect money? [U+202F]

I do not remember the website page or social media accounts tag name, but there were tones
of publications, different videos and proofs.

4. Where did you find fake organization? [U+202F]

I think this global problem has particular urgency in responding, I did not have much time
to research every organization because of my work and other things to do. Therefore, in late
summer I decided just to donate to the most popular group that I found in Instagram.

5. Have you ever tried to return your money? [U+202F]
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To be honest, I have donated around 20 dollars. That is not a big hit to my pocket. I only
called them once to ask about their work and other stuff, like tazes. Anyway, probably, they have
already thrown away a sim-card with that phone number. I was not motivated enough to return
my money and start detective study.

6. Can you reveal personal info or bank details of charity scammer? [U+202F]

Yes, it remained in a history of bank transfers. Name of the holder was Nursultan Serikov.

7. Were there any warning signs? [U+202F]

Most likely, there were warning signs, but I did not pay attention because of urgency in
responding.

4* respondent:

1. Hello sir/ madam, could you please tell us about your story and describe all the details.
When and how you donated to a fake charity [U+202F] organization? [U+202F]

Several months ago, I made a donation to an online charity group in the amount of 10
thousand tenge. As I understood at that time, they needed help for a three-year-old child who
suffers from a rare disease. As soon as I found out to whom I had transferred the money, I
immediately went to the same place. But, they were no longer there. I thought that my money
would go to a good cause, so I transferred such a rather large amount.

2. Is it online or offline charity group? [U+202F]

It was offline charity. After I transferred the money, it turned out that they were scammers.

3. What did they use as a hook [U+202F] to collect money? [U+202F]

They were standing nearby my house with a donation box and on it was a photo of a child
describing the disease.

4. Where did you find fake organization? [U+202F]

As, I said they were in front of supermarket near to my house.

5. Have you ever tried to return your money? [U+202F]

Later I went to the police for help. But, there they told that I was not the first person with
such an appeal, and they failed to find these scammers.

6. Can you reveal personal info or bank details of charity scammer? [U+202F]

No, and I did not have any of their details, since I transferred the money, and it is not the
Internet wallet.

7. Were there any warning signs? [U+202F]

I do not think so. I thought they are people in need, and with my donation, I could help them
to be in better place in their lives. I will be careful now.

5% respondent:

1. Hello sir/ madam, could you please tell us about your story and describe all the details.
When and how you donated to a fake charity [U+202F] organization? [U+202F]

Despite my age, I spend a lot of time helping as many people as I can. My life as a charity
donator started when I saw a couple of old and disabled people asking for money near the local
supermarket. After that, I imagined how many people are in a situation like this. Then, I found a
charity organization’s website, which gained money for local poverty-stricken citizens. Of course,
I donated quite a few amount of money to help them. However, after 3 days, it was revealed that
it was a lie and all the money was being sent to people who wasted them for themselves. This
event took place when I was 16. [U+202F]
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2. Is it online or offline charity group? [U+202F]

Obuiously, it was online organization.

3. What did they use as a hook [U+202F]to collect money? [U+202F]

They used pictures from official big organizations and posted pictures of poor families. They

used videos and photos of poor and disabled people to push people’s buttons and to emotionally
pressure and convinced me to donate money.

4. Where did you find fake organization? [U+202F]

As I said before, I found it in Instagram by #charity tag.

5. Have you ever tried to return your money? [U+202F]

I tried to return my money but it was unsuccessful. They have not answer to my appeal, I
knew nothing about group and I could not even call to police about a fraud.

6. Can you reveal personal info or bank details of charity scammer? [U+202F]

Unfortunately, I could not. I do not remember that account.

7. Were there any warning signs? [U+202F]

Actually, I did not see any warning signs. I was very naive. But maybe, there were a few,
but I didn’t pay attention to them

Survey
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