Ways to protect android devices from banking malware
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The financial sphere is one of the main areas for cybercriminals to attack, because attackers get the most money for it.
The first commercial banking Trojan appeared fourteen years ago. It was called the Zeus Trojan, which was designed to attack servers and intercept data [1].

The Trojan was intended for all versions of Windows, and because of its structure – which allows the program to work without connecting it to drivers – it could infect a computer even from a guest account. Once in the system, the program intercepted user registration data and was capable of transferring money to other victims' accounts in small amounts, making it impossible to find and track the hackers' resource. From the time it was first discovered in 2007 until 2010, the Zeus financial malware managed to steal nearly $100 million.

Dridex is another common type of financial malware. Dridex caused $40 million in damage in 2015 alone [2].
Since then, these numbers have only grown, and will continue to grow, as malware creators continue to improve their skills. In particular, Trojan-bankers are becoming more and more popular every year.

Trojan-bankers are designed to steal money directly from mobile users bank accounts. The malware usually masquerades as a legitimate app to entice people to install it. After launching the banking app, the Trojan displays its own interface, overlaying the interface of the banking app. When the user enters credentials, the malware steals sensitive information.

At the moment, devices with the Android operating system are the most common among the population [3] and to a greater extent prone to attacks by banker-applications.

You can reduce this risk of infecting your Android device by following these guidelines:

1. Install apps only from reliable sources, such as Google Play or official app stores. As a rule, companies are careful about their reputation and try to prevent infections of both their servers and released applications. In the settings, it is advisable to prohibit downloading programs from other sources;

2. Check the permissions requested by the app - if they do not match the task of the app. Each app should then be considered individually, understanding which functions it is entitled to perform and which can cause harm to the mobile device and the user. For example, one indication of a rogue app could be access to personal messages and calls;
3. Use a reliable solution to protect against malware and its actions;

4. Do not click on links from spam emails;
5. Do not perform the procedure of rooting the device, which will provide cybercriminals with unlimited possibilities;
6. Check all applications in online sandboxes before installation 
In conclusion, it can be said that the greatest security to a mobile device from banking malware is provided by the user who takes all the above precautions to protect himself.
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