Phishing and hidden redirection as a use of social engineering in the field of websites
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Social engineering attacks are currently one of the most dangerous and widespread types of attacks aimed at violating privacy and gaining access, since they are technically focused on psychological manipulation.

One of the weakest links in any defense system is the human factor. Social engineering methods allow an attacker to illegally obtain user information, which is then used for financial fraud and identity theft, with minimal time costs.

Phishing has become one of the most common social engineering methods today. In 2020, 434 898 635 detections of the Antiphishing system were detected on computers of users of Kaspersky Lab products when attempting to navigate to phishing sites [1]. In total, 20.32% of users were attacked.

Initially, phishing was understood as e-mail messages similar to messages from legal organizations, Internet resources and portals. Phishing Internet resources are often a fake of the official website of well-known companies, the so-called brand spoofing. The purpose of creating such resources is to obtain logins and passwords, receive funds under the guise of selling services / goods or making money transfers, collecting data on bank accounts and cards. 

To protect yourself from online phishing, you must follow these rules:

1. Be sure to check the recommended URL for minor spelling errors.
2. Use only secure https connections. 

3. Be suspicious of any emails with attachments and links.

4. Having received an unexpected suspicious message, it is worth contacting the sender in some alternative way and clarify whether he sent it.

5. Do not use open Wi-Fi networks to access online banking and other financial services.

6. On all accounts, where possible, enable two-factor authentication. This measure can save the day if the master password has become known to crackers.

Another type of social engineering attack is covert redirection.

A redirect refers to redirecting a user to a different URL instead of the one requested [2]. Often this method is used justifiably, for example, when transferring a site to a new domain or combining several pages into one.

However, in some cases, redirection is used to deceive users and obtain their personal data. Malicious redirects are pieces of code that are inserted into the main files of a website. They are designed to direct site visitors to a specified, third-party resource that may contain advertisements, potentially unwanted programs, or a browser extension.
Bibliographic list:
1. Spam and phishing in 2020 [Electronic resource] // KasperskyLab. - Mode of access to the resource URL: https://securelist.ru/spam-and-phishing-in-2020/100408/ (date of access: 01/03/20).

2. Social engineering and social hackers / M. V. Kuznetsov, I. V. Simdyanov. - SPb.: BHV-Petersburg ,. 2007 .-- 368 p.
