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Annotation
This paper presents a methodology for extracting digital evidence of computer crimes from random access memory dumps, which can be used by forensic experts when providing computer and radio technical forensics.

Presented changes to the methodology for the seizure of computer equipment, which allows to preserve the maximum amount of information processed at the time of seizuring.
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An impression (image) of the RAM is a bitwise copy of the RAM memory of the device under study obtained with the use of special software or hardware. Depending on the extraction method used, the memory image may contain different information that was processed on the device under study at the time of creating the impression.

When conducting computer forensic examinations, often the forensic expert has at his disposal the device under investigation already in the off state, as a result-the inability to obtain an image of RAM and use it to search for evidence. 

This problem is solved by organizational changes in the process of carrying out the seizure of devices within the framework of the OPM, namely, the involvement of specialists from forensic centers in the implementation of this process.

The next problem when conducting computer examinations is the lack of a single method of searching for evidence in the image of RAM, which is due to the limited tools used and the insufficient qualifications of forensic experts in the field of memory analysis. 

The software tools used by experts allow you to get basic information about the image, application data. However, to obtain extended data, it is necessary to use not unified tools, but highly specialized ones aimed at analyzing memory and searching for certain patterns and artifacts at a low level.

Experts who are engaged in computer and radio engineering expertise do not use all the plugins of the Volatility Framework [1]. Let's look at the main utilities that are most often used for work. 

To get information about the operating system, use the imageinfo plugin. The user names can be obtained using hivelist. The hashdump and mimikatz plugins allow you to get a hash of passwords. You can use netscan and printkey to get the local IP address and computer name. And also find out the PC user's favorite game and the ip address of its server. To get password information from the clipboard, you need to use the clipboard plugin. The pslist, pstree, and dlllist plugins will help you get information about the virus on your PC.
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